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(a) Computer security consists of maintaining THREE (3) main fundamental objectives.
Describe each of these objectives.
(6 marks)

(b) Explain FOUR (4} threats that cxploit vulnerabilities to the assets of a computing
system.
(14 marks)

(a) Encrypl a message. CAN WE MEET TONIGHT A7 TEN using kevword, MoSSAGE.
Demonstrate your work with appropriate illustrations.
(5 marks)

{b) A ciphertext message, geiwev gmtlivw evi iewc xs fvieo wasencrypted using
Caesar Cipher method. Decrypt the ciphertext to reveal its plaintext message,
Demonstrate your work with appropriate illustrations.

{5 marks)

{c) Based on Q2(b), discuss the weaknesses ol Caesar Cipher from cryptanalysis point
of view,
(10 marks)

(a) LExplain TWO (2) differences between virus and worms,
(8 marks)

(b) Analyze FOUR (4} phascs in a virus life cycle.
(12 marks)

Alice works as & programmer for a large softwarc company. She wriltes and
tests utility programs such as c¢ompilers. Her company operates  Lwo
computing shifts: during the aavy, program development  ana  onling
application are run while at rnighu, bauch vroducticn dobs ave congl
Alice nas access o worxioad data {company computer r
and .carns that adaing programming werk during the n
agversely affect performance of compulers to cther users.

Alice comes back after normal hours to develop prograrn Lo manage he:
own business. She uses very minimal rescurces of the computer and very few
expendable supplies such as printer papers.

Based on the case study above. explain if Alice’s behavior is ethical or unethical? Justify
your answer by giving value issues and analysis.
{20 marks)





