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Bll i li3

C ompuler sceurit) consists of nrlrintlining
Describe each ol these objeotivcs.

'l'IIREE (3) rnain furrdarrrenlirl rrhjcrtir e:.Ql (a)

(b) the asscts ol a

(6 marl<s)

cornputirlg

( l4 marks)

Iixplain FOUR (4) threats that cxploit vulnerabilities to
system.

Q2 (a) llncrypt a r.nessage- cAl'J i{E r'rljE t 'to:'rrGnr Ar rl:.r using kcyrvord, l,rJssA'jL.
I)emonstrate your rvork rvith appropriatc illustrations.

(5 marks)

(b) A ciphcficxt mCSSage, ger!"ev gmLlrv\4 evi iewc xs fviec rvas cncryptcd using
Cacsar Cipher method. Decrypt thc ciphcrtcxt to reveal i1s plainlext lucssagc.
[)cmonstrate your work with appropriatc illustrations.

(5 rnarlis)

(c) Bascd on Q2(b), discuss thc u,cakncsscs ofCaesar Ciphcr fronr cryptanall.'sis point
of vierv-

( l0 rnalks)

Q3 (a) Iixplain'I'WO (2) difibrcnccs bctrvcen virus and rvornrs.
([i nrarks)

(b) Analyze FOUI{ (4) phascs in a virus lilb cyclc.
(12 nrarl<s)

Alice !.rorks as a pioorzinmer: iou a Large sof'trdarc company. :he wr-iL.,'s il:1d
i:ests utrlity orograms sr1:rll i.t s comatLetas. ;er co]ilpaly opeLa,-eit t_Ho
coilouLrng shiits: Curing l:hc aiay, p:ogr.an iel.el op:xcl: a1.r .: i::t:
applicaLron are run while aL ::rgft.-, bai-(;h !rro.lLcticn lcbs a.a: a!riil!l.l-..a].
I\lice nas access ,o "icr;loaj dala ioonpany colta-:er rescr.:i::es !iaa< o;i;r
ano :carns .na: aidi:rg prcg:anir.i::c ,"roak cl,.tr.i nq Lhc t_,litt srrlL .rouio :t()t
aiv?rscl)' affecL perfo:nance ci conr',rl-ers r:! oaiea .tsers-

Ali:re ccnes bac; after itcrmal hours L3 ievefop prcqrar to narlagc icr
own business - She uses very ninima-l raesot.|-ces of ::te ccinpLi'-ei and verl, ae,.i
' xse:.d.bl s .oo :a- s ..1 .s pr inrer pu:. r.

[]ascd on the case study above. explain il'Alicc's bchavior is ethical or unethical?.lustifl,
youI answcr by giving value issucs and analysis.

(20 nrarks)
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