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CONFIDENTIAL BIT 21002

SECTION A

Instruction: Choose the BEST answer for each of the following questions.

Ql Manipulating someone within an organization to gain access to confidential
information is called

(2 marks)

A. diving.
B. hacking.
C. phreaking.
D. social engineering.

Q2 Hacktivism is:
(2 marks)

A. A political activist group promoting tougher anti-hacking laws
B. The counGr-hacking techniques used by the FBI and other law enforcement

agencies
C. The use of hacking to promote a political cause

D. A newsletter for hackers

Q3 Web sites that look athactive to hackers, but are closely monitored so that

everything the hacker does at the site is recorded and studied are known as:
(2 marks)

A. Honey pots
B. Digital surveillance
C. Computer Entrapment
D. Hacker crackdown

Q4 A self-contained progftlm that spreads through a computer network by exploiting
security holes is called a

(2 marks)

A. rogue.
B. Trojan horse.
C. virus.
D. worm.

CONFIDENTIAL



CONFIDENTIAL BIT 21002

a5 An intentional action designed to prevent legitimate users from making use of a
computer service is called

(2 ma*s)

A. abombingrun.
B. phishing
C. a denial-of-service attack.
D. phreaking.

a6 The process of determining that a user has permission to perform a particular

action ona computeris called
(2 marks)

A. accountability.
B. authentication.
C. authorization.
D. debugging.

QZ Which of the following is not an exclusive right (subject to some excqfiions)
gant€dbycopyrightlaw? 

(2marks)

A. Copythe work
B. Distribute the wort
C. Profit from the work
D. Create "derivative works"

QS tn.the term "Free Software,n 66free" implies all oftbe following EXCEPT
(2 marks)

A. Free of cost
B. Free to copy
C. Freedom
D. Free to modi$
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a9 The propernoun "Mags" is protmted

A. as a nade secret.
B. with a trademark.
C. with a patent.
D. with a copyright.

(2 marks)

Q10 The Softrn'are Engineering Code of Ethics and hofessional Practice was

developed by
(2 marks)

A. Comprfrer hofessionals for Social Responsibility.
B. the Associdion for Comprring lvfachinery and the hstitutc for Elecfrical and

Electronics Engineers.
C. a consortium of compriler sc{ence depaftm€nts in the United States' Cmada, and

Mexico.
D. Immanuel Kant
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Instruction: Answer ALL questions.

Qf l Modern information technology allows a great deal of infomration to be collected,

stored, searched, and rapidly retrieved.

(a) Give TWO (2) examples of howthis capability benefits society.
(4 marks)

(b) By giving THREE (3) examples, explain how information technology

made it easier for consumers to violate copyright law.
(6 marks)

(c) Questions Q11(cXi)-QU(c)(ii) are based on Figure Q11(c).

professor Lee asks hj-s students to l-ook for a few journal
articles for class. However, some of his students complain
that they cannot get access to the articles so Professor
Lee scans them and posts them on his web site. Then he

crives the students in the class the password they need to
access the articles -

Frgure Q11(c)

Give ONE (1) example to describe the concept of fairuse.
(4 marks)

Discuss X'OIIR (4) factors stated in the Copynght Act to justiff
whether the professor's action constitute fair use of copyrighted

material' 
(g marks)

el2 The Software Engineering Code of Ethics and Professional Practice 1999 is a
practical framework for moral decision making related to problems ttrat software

Lngineers may encounter. One of the principles in the Software Engineering Code

of Ethics staie the importance to ensure their products and related modifications

meet the highest professional standards possible.

(a) Describe how computer-related careeni different from a fully developed

Profession.
(5 marks)

(i)

(ii)
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(b) Descdbe FM (5) responsibilities of a software engineer to achieve the
standards.

(10 marks)

Qf3 Questions Q13(a) -Q13(b) are based on Frgure Q13.

Was it wrong for Azwan to post the picture of Saiful on his blog without first
getting his permission? Discuss your answer from the following perspectives:

(a) Rule Utititarian Evaluation
(6 marks)

(b) Kantian Analysis
(6 marks)

Q14 (a) Define the term digtal rights management.
(2 marks)

(b) Suggest THREE (3) ditrerent technologies that have been used or
proposed for digital rights management

(6 marks)
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Azwan maintains a popular blog focusing on campus life. one day'
he attends a private birthday party in his friend's apartment. At
the party, Azwan uses his mobile phone to get a picture of his
friend, Saiful wearing a funny but inappropriate costume. She
posts the photo on his blog without asking for Saiful's
permission. In the blog he identj"fies Saiful and explains the
context in which the photo was taken. The story is read by many
people both on and off camPus. The next d-y, Saiful confronts
Azwan and demands that he remove the photo from his Web site-
Azwan complies with ,Jerry's request by removing the photo, and
the two of them remain friends. As a result of the incident'
Jerry becomes more popular on campus' and the number of people
who read Azwan's blog j-ncreases.

Figure Qf3



CONFIDENTIAL BIT 2t002

Question Q14 (c) is based on Figure Q14(c).

Suppose your band has recorded a song and posted it as
an MP3 file on your Web site.

Figure Qla(c)

Suggest TWO (2) ways you can allow people

noncommercial purposes while retaining your

Q15 Questions Q15 (a) - a15(c) are based on Figure Q15.

(a) Is Ann's email considered a spam? Explain your answer.
(3 marks)

Did Ann do anything wrong? Discuss your answer from the following

(c)

to download your music for
copyright on the song.

(6 marks)

(b)

(c)

perspectives:

(i) Social Contract TheorY

(ii) Kantian AnalYsis

Suggest ONE (1)

sputm emails.

(6 marks)

(6 marks)

technique that the employees can do to stop receiving

(2 marks)

- END OF QUESTION -
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Ann is an accountant at ABC Corporation, a firm with 100

employees. Al_l_ of the employees work in the same building' and

Ann knows alf of them on a first name basis.
Ann loves to bake cookies and sel-f cookies during her spare time'
Ann sent an email- to atl- employees, inviting them to place
orders. (There is no company rule prohibiting the use of the
email system for personal emails. ) Ten percent of the recipients
were happy to gel Ann's email, but the other recipients did not
appreciiie frani"g to take the time to read and defete an unwanted
mes sage .

Figure Q15
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